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JavaScript Specifications

o Initial Implementation (Netscape Navigator 1995)
e ECMAScript 3 standard (1999)

@ Formal definition for the full language, justification via closeness
to specification and proofs of safety properties (APLAS'08)

o ECMAScript 5 (2009)

@ \Js: translation into a A-calculus with references, justification
via testing (ECOOP’10)

@ Program logic for a core part of the language (POPL'12)
@ \Sb: like Ays for ESB strict mode (DLS'12)
@ F* to JavaScript via Ays, a full abstraction result (POPL'13)
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JSCert

e A Coq specification of the ES5 standard (strict and non-strict)
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Coq

@ An interactive formal proof assistant
@ Developed mainly in several INRIAs, France
o Widely used

» correct C compilation LeRoy INRIA, Appel Princeton
» mechanised proof of the four-colour theorem Gonthier Microsoft
» undergraduate teaching Pierce Penn, Morrisett Harvard
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What is a proof assistant?
Full automation versus interaction
Applications of PAs

Introduction

Reliability of proof assistants.

Why should we trust proof assistants?
De Bruijn criterion for reliability (for all proof assistants):

Proof(term)s may be created by programs of arbitrary complexity,
but there should be a very small and manually verifiable part of
the program (kernel) to check those proof(term)s.

One still may ask:
@ What if the hardware is flawed?
= test on many different architectures
@ What if the compiler used to build PA is flawed?
= compilers are about the most thoroughly tested pieces of software
we have
@ What if what you are formalizing is different that what you have in mind
(and want to prove)?
=- definitions are much easier (and shorter) than proofs; some
experience required
So we will never have absolute certainty but it seems that TU/e i

Adam Koprowski Introduction to Coq



JSCert Progress

Subset of JavaScript formalized so far:

® 6 6 ¢

® 6 6 ¢

variables: scopes, prototype chains, assignment
functions: declare, call, new

objects: delete, access, get, set

operators: unary and binary

control flow: sequence, conditional, while loop, if, break,
continue, switch, etc

with construct, this construct

exceptions: throw, try-catch-finally

type conversions

eval (parameterised by any trusted parser)

libraries: Object, Function, Errors; some of Boolean, Number

Main missing features:

(*]
(]
]

control flow: for loops (interesting, on-going)
parsing (affects eval)
native libraries: Arrays, Regexp, Date, Math, . ..
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JSCert

o A Coq specification of the ES5 standard (strict and non-strict)

o Eyeball-closeness to ES5 standard
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While

The production lterationStatement
while ( Expression ) Statement is evaluated as follows:

1. Let V = empty.
2. Repeat

a. Let exprRef be the result of evaluating Expression.
b. If ToBoolean(GetValue(exprRef)) is false, return (normal, V,
empty).
Let stmt be the result of evaluating Statement.
If stmt.value is not empty, let V = stmt.value.
e. If stmt.type is not continue || stmt.target is not in the current
label set, then
i. If stmt.type is break and stmt.target is in the current label set,
then return (normal, V, empty).
ii. If stmt is an abrupt completion, return stmt.

o

o
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Eyeball-closeness of While

JSCert

r redstatunile ; forall C leb o1t
stat 5 C (stat_uhile_1 labs el t2 Fesvalue_empty) o ->
e i it b T,

| red_stat_while 1 : forall 5 C labs el 12 rv ul o,
red-spec 9 [ (specexer ozt value cony spee to boolean eD) U1 >
Ted stat § C (stai-uhile.s Tabs el 12 re il o >
ed_stat 5 C (stat_while 1 labs el t2 rv) o

| red_stat_uhile 2 false : forall 58 5 C labs el 12 r
Ted-otat SB G (statouhile.2 labs el 12 rv (uret § False)) (out_ter § rv)

while ( Expression ) Si is evaluated as follows: | red_stat.uhile 2 true ¢ forall 505 C lsbs el 2 rv ol o,
red_stat t
tat S C (stat_y mhlle 3 labs el t2 rv o
2 lat

12.6.2 The while Statement

The production

1. LetV=empty T e R T R R B ey o
I red statiunile 8§ forall ry S0 C lobe el t2 1o
2. Repeat . _ T IE 100 B 6 Yetvalue, gty ihii ros_valte R else r -
a. Let exprRef be the result of evaluating Expression. reg stat gztc(?(iltmh;ﬁ 431.‘ah§ 11(%2 Ba t> .
N red_sta stat_uhile_d labs el t2 rv Cout_ter o
b. If ToBoolean(GetValue(exprRe/)) is false, return (normal, V, empty).
c. Let stmt be the result of evaluating Statement. e T i nono /e cec }:g:f}ntg T %
d. If stmt.value is not empty, let V = stmt.value. redstat 5 0 (Statunile ] lebs el 12 4

. " N . TSt R s A B e S
e. If some.type is not continue Il stmt.target is not in the current label set, then

i If somi.type is break and szmt.target is in the current label set, then

t
red siat 5 ¢ (5 55 labs el t2 ru B) 0 -
1. Return (normal, V, empty). Rt R e peel R AR

| reg-stet uhilednot continue : forall S C labs el £2 rv R of
(re R 2 estupe continue /A res.label_in R labs) ->

ii.  If szme is an abrupt completion, return stmr.
| red-statunileSbreok ; forall SC labs el 2 ru R,
ype_break /\ res_label_in R lal
[ S et e A S A

| reg-stot.uhile 5 not break : forall 5 C labs el 2 rv R of

red_stat 5 C (stat_whilelS labs el t2 rv R) o
U red stat while_6_abort : furall S C labs el t2 rv R,
pe R <> restype_normal ->
red stat 5 C (stat_while 6 labs el t2 rv R) (out_ter 5 R)

red_stat_uhile_6_normal : forall § C labs el t2 rv R o,
ri -

red.stat_abort : fora t
olt-of_ext_stat it = some 6 -5
abor
abort lnterceu!ed stat extt ->
red_stat 5 C extt
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Eyeball-closeness of While

red_stat_uhile : forall § C labs a1
G_stat S C (stat uhile.t lebs .x u riivalui ety o >
redstat S C (statiuhile labs el

red_stotunile 1 : foroll

e St 8 £ {spesoeupt-oeLvaree-fony snec w sooleen e1) ut >
Fed_ctat 5 C (statuhile2 Tobs a1 12
Fedzstat 8 C (tatomilect lebs el 12

red_stat_uhile 2 false : forall 50 5 C lobs el 12 1y
12.6:2 The while Statement 3.4t 50 T eistounile.? labs el t2'r (vret § felse)) (out_ter § ru)

§ . red_stat uhile 2 true : forall 505 C labs el 12 rv ol o,
The production lrerationStatement : while ( Expression ) Statement is evaluated as follows: réd_stat 5 C 12 o
Ted 3tat § C (stat uhile.d 1abs o1 12 rv ob)
Fedzitat Sac TEtetini oz Tabs et 12 I furet & truen o

1. Let V=empty. redstatuunile d : forall rv SO S C labs el 42 ru’ R o,
2. Repeat o &vsr?( 190 B © resvalue engty 1ney resvalie # else o)
" Fed_sto slatiuntle.dlebe 0T 12 R o
. Let exprRef be the result of evaluating Expression. fhets CHstihiTels Tabs et 12 T Coutter 5 ) 0

1f ToBoolean(GetValue(exprRef)) is false, return (normal, V, empty). e statuntle deomtime ¢ foro) £ o el 2 s o

Let stmt be the result of evaluating Statement. rez-type ® < rastupelcantinge /A res;Label in R labs 5

i . Feazetat 5 C (stat-unite L Tabs el 12

stmi.value is not empty, let V = simt.value. resit S8 Gl s S B S
If stmt.type is not continue Il stmt.target is not in the current label set, then g patanite ot comtine ool £ 5 Lve 2

i. If stmt.type is break and somi.target is in the current label set, then Cre: entipue A cec tabel m Hits
1. Return (normal, V, empty). red St B ottt 2 g febee] {2

P
If stmt is an abrupt completion, return stm.

rEsetsf Gt BN

red_stat_uhile S break : forall § C labs e t2 rv R,
res_type R = réstype breek /\ res_label in R labs >
red stat 5 C (stat_uhile s lobs el 12 o &) (out_ter § rv)

reg_stot unile.S not bragk < forall 9 lobe ef L2 ry o,
e R reatuse etk A rasy \abel o # el 5
reu S35 C (statuhile b labs el 13
Stat S C (statuhilas labs al 12

redstatuhllech dbort ; forall § € labs o1 2 1V R,
e R G restupe-normal -
0 CEUT R abe et 2 v coutoter 5 00

red_statuunile Sonormal | forall 5 C labs el 22 1y R o,
&stupe_normal -
Tedeiat § ¢ SHaltATe"Y tabs et 12 rv) 0 >
Fed-ctat 5 C (stat.uhilas lobs al 42 ry R) o

redstot_abort : forall 50 et 9.
i tet o
Pt

abort. | Anter:aptsd stat extt >
red otal 5 T ant
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Eyeball-closeness of While

ES5

12.6.2 The while Statement

The production while ( Expression ) Si is evaluated as follows:
1. Let V=empty.
2. Repeat

a. Let exprRef be the result of evaluating Expression.

b. If ToBoolean(GetValue(exprRe/)) is false, return (normal, V, empty).

c. Let stmt be the result of evaluating Statement.

d. If stmt.value is not empty, let V = stmt.value.

e. If stmt.type is not continue Il szmt.target is not in the current label set, then
i If somi.type is break and szmt.target is in the current label set, then

1. Return (normal, V, empty).
ii.  If szme is an abrupt completion, return stmr.

ppa Gardner

JSCert

Ted_stat_wnile ; Tora s o1 17 5,
red_stat § C (stat_while 1 labs el t2 resvalue_empty) o ->
red stat § C (stat_while labs el t2) o

| red_stetunilet ; forall 5 € labs el 12 rv
i_spec § C (spec_expr_get_value_conv sue: to boolean e) ul ->
Fed stat § C (stei-uhil.s Tabs el 12 rv ui) o
ed_stat 5 C (stat_while 1 labs el t2 rv) o

| red_stat_uhile 2 false : forall 58 5 C labs el 12 r
Ted.otat SB G (atatouhile.2 labs o1 12 re (uret § False)) (aut_ter § rv

I red_stat uhlle_2 frue  forall 58 6 E labs el £2 rv of o,
red_stat 5 C t2 o

3 E (B2t uhile3 1abs el 42 rv oD o
1ot S0 Tt oz Tans a1 12 M Curet B true) o

re

| red_statuuhiled | forall ry S0 C labs el 12 rv
{1 res;valus R resvolue empty then res. Volle R elze ry o>
Ted_stat S € (3tat.uhile_d labs el (21 o -5
Tediotat 98 C (stafouiie.3 labs el 12 rv (out_ter § R o

| red_stat.uhile.d.continue  forall S 0 labs el 12 ru R of
e R =“restype_continue /3 res loel in R Tone %
Tedlotat § C (statwnilo  Tabs el 2 ri -
st A B e S

| reg-stet uhilednot continue : forall S C labs el £2 rv R of
= restupe_continue /A res lsbel_in R labs) >

redoiat B (o 2.5 labs el t2 rv R) 0 >
i R i e il R AR

| red: stat while Sbreek : forall 5 C labs el 42 rv R,
upe_break /\ res_label_in R lal
TeanatBt § 5 LEARERITEE ek e B B ottt 5 w0

| reg-stot.uhile 5 not break : forall 5 C labs el 2 rv R of

e
red_stat 5 C (stat_while S labs el t2 rv R) o
| redstet unileceabort : foroll 5 € lobs el 2 1 .
pe R < restype_normal ->
Tearaths § T ebs o1 2 1y B Coutter 5 R

Il red_stat ublleb normal  forsll 3 € labs el 42 ru R o
-

| red_stat.abert ; for t
olt-of_ext_stat it = some 6 -5
abor
abort lnterceu!ed stat extt ->
red_stat 5 C extt
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Eyeball-closeness of While

I. Let V=empty.
2. Repeat
a. Let exprRef be the result of evaluating Expression.
b. If ToBoolean(GetValue(exprRef)) is false, return (normal, V, empty).

| red_stat_while : forall 5 C labs el t2 o,
red_stat 5 C (stat_while_1 labs el 12 resvalue_emptul) o -
red_stat 5 C (stat_while labs el t2) o

| red_stat_while_1 : forall 5 C labs 21 2 rv uyl o,
red_spec 5 C (spec_expr_get_walue_conv spec_to_boolean 210 yl -»
red_stat 5 C (stat_while_2 labs el 12 rv yl) o —»
red_stat 5 C (stat_while_1 labs el 12 rv) o

| red_stat_while_2_false : forall 58 5 C labs el t2 rw,
red_stat S8 C (stat_while_2 labs el tZ rv (wret 5 falsel)) (out_ter 5 rv)

... using pretty-big step semantics (Charguéraud).
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JSCert

e A Coq specification of the ES5 standard (strict and non-strict)
o Eyeball-closeness to ES5 standard

@ Comparisons with the browser implementations
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Implementation Comparison for Try

- ESb:

JSCert

The production
TryStatement . try Block Finally
_is evaluated as follows:

1. Let B be the result of evaluating Block.
2. Let F be the result of evaluating Finally. e 1>

If F.type is normal, return B.
4. Return F.

e kB red_sta stat_try_d R None) (out_ter 5 R)

D “”\

sylt ; forall 96 5 CF o
) Coutiter 5 B
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What do Browsers do?

try { "try" } finally { "finally" }
ES5, Opera:  (normal, "try")
Chrome, FF, IE, Safari:  (normal, "finally")

try { "try" ; break } finally { "finally" }

ES5, Opera, Safari:  (break, "try")
Chrome, FF, IE: (break, "finally")

try { "try" } finally { "finally" ; break }

ES5, Chrome, FF, IE, Safari: (break, "finally")
Opera: (break, "try")
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What do Browsers do?

while(true) {
try { "try" ; break }
finally { "finally" bs
}

Chrome: (break, "finally")

while(true) {
try { "try" ; break }
finally { "finally" }
y = "done"

}
Chrome: (break, "try")
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What do Browsers do?

while(true) {
try { "try" ; break }
finally { "finally" }
if (true) {2} else {var x = 3}
}

Chrome: (break, "finally")

while(true) {
try { "try" ; break }
finally { "finally" }
if (true) {2} else {3}

}
Chrome: (break, "try")
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JSCert

e A Coq specification of the ES5 standard (strict and non-strict)
@ Eyeball-closeness to ES5 standard

@ Comparisons with the browser implementations

@ Rigorous assessment of ES5: only issues with data attributes and
for-in.

Philippa Gardner (http://jscert.org) Trusted Mechanised JavaScript 22 /37
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ESS assessment using For

one of the darkest corners of the ES spec

intentionally vague

| wouldn't even assume that for-in semantics is deterministic for any

given VM — it can change depending on dynamic optimisations and
representation changes.

— helpful people on es-discuss
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ESS assessment using For

6. Repeat

a. Let P be the name of the next
property of obj whose [[Enumerable]]
attribute is true. If there is no such
property, return (normal, V, empty).

The mechanics and order of enumerating the
properties (step 6.a in the first algorithm, step
7.a in the second) is not specified. Properties of
the object being enumerated may be deleted dur-
ing enumeration. If a property that has not yet
been visited during enumeration is deleted, then
it will not be visited. ..
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ESS assessment using For

6. Repeat

a. Let P be the name of the next
property of obj whose [[Enumerable]]
attribute is true. If there is no such
property, return (normal, V, empty).

...If new properties are added to the object being
enumerated during enumeration, the newly added
properties are not guaranteed to be visited in the
active enumeration. A property name must not
be visited more than once in any enumeration.
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For-related bugs

o Firefox bug 862771 (Unconfirmed)

@ V8 Issue 705 (Miller 2010: "New")

o Webkit bug 38970 (Miller 2010: "New")

o ES6 Bugs 1442, 1443, 1444 (Fixed, Confirmed, Confirmed)
o Test262 Bug 1445 (In Progress)
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JSCert

@ A Coq specification of the ES5 standard (strict and non-strict)
o Eyeball-closeness to ES5 standard
@ Comparisons with the browser implementations

@ Rigorous assessment of ES5: bugs reported in Firefox, Chrome,
Safari, ES6 draft standard, Test262

o Future: prove safety properties

» No well-formed program ‘gets stuck’
» The heap is always well-formed
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The Talk

| JSCert Specification«  ~{JSRef Implementation|
Eyeball

[ ES5 Standard ] [ Browsers J
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JSRef

@ An executable reference interpreter in OCaml
JSCert: while JSRef Coq: while

| red_stat_uhile : forall 5 C labs el 12
red_stat 5 C (stat_uhile_1 labs el 12 resvalue_enpty) o -
red_stat 5 C (stat_uhile labs el t2)

| redstatunile : torell S ¢ ok ci 2 1y
e eror_get_value_cony Spec o Soolean el ul -
TSR 3 C (Rerea s e T vl o
red_stat 5 C (stat_while 1 labs el t2 ry

| red_stat_uhile 2 false : forall 505 C Jabs el 12 r
Ted_stat 50 C (stet.unile? lebs o1 t2'rv (vret 5 false)) Cout_ter S r)

I redstet unile 2 true : forsll 805 C labs el 12 1y oo,
red_stat 5 C 12 ol -
TEATESE § € (Guat inite 3 tabs e1 12 rv ob) o
TeStet S0°C Tetatumi a2 Tebs a1 12 1y turet & trued o

Definition run_stt unile runs § C rv lsbs 1 t2 ¢
i et volue runs 5C e1) (fun 51 i

L Canver tovalue.to_bootean v in

I red_statiuniled : forall rv 505 C lote cf 21 X
0 o hen - en
S Pse R St ety b Zei“““* N e’sbr e (runs H‘; _stat vl'unsRSl>C @ cun 28 o .
T TR R e s e o T2 1¥0 Fes_value R < resvalueempty then res_yalue R else rv in
d-stet SO L (statuniles lats et 12 ( toter 50 's_type_stat_while runs 52 C rv’ labs el t2 in
! forall S ¢ labs el t2 rv R o % fer “tipe RS restupe- o
ntinie A\ res laoel in & l30e 5 < 1abel in 'k labs ther
rsd slat sc (stau./hxls 1 labs el t2 rv) ifb res \we R restune break /\ res_label _in R labs then
red_stat 5 C (stat_while_d labs el t2 rv R) o 9'5;9? er 52
| red_stat_while. t_continue : forall § C labs el t2 rv R o, ifb res_type R <> restype_normal then
(res = res_ter 52

upe continue /) res.lagel in ¥ labs) -5 else Toop ¢

upe
red stat 8 C (stotuniag lops el t2 17 &)
red stat 5 C (statwhile d labs el 2 rv R) o
) else logp t)
red statunile S bresk ; forall € C labe el 2 ¢ else res_ter 51 rv).
res_tupe oe_break /A res_label in R i
TSR B T RIS el B R ey 5 7w

1 reg-gtat.unile Sonot bresk s forsll § € Labs 1 2,1y R o
S3tupe brek /\ res.lobel in R lobs) -5

red stat 3 C (stet-uhila-6 labe el &2
red_stat 5 C (stat_whilels labs el t2 ry

I regstat unile6sbort ; forall $0 1abs e 12 v R,
& Testy
LM e v ontter s

rmal : foral] § € lebs et 12 v Ro,

I redstot unile

ectupe.
TeEiotat § C (tatuRlTert 1abs o1 12 rv) 0 >
I CEENEE BN .

I/ red stot sbert : forall 5 C extt o,
_of_ext_stat extt =
Sbort
‘abor- Llntefcenied stot extt ->
red_stat 5 C
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JSRef

@ An executable reference interpreter in OCaml

JSRef Coq: while JSRef OCaml: while

(# val run_statuhile :
ns_tupe -> state —> execution_ctx -> resvalue -> label _set —> expr ->

stat =5 result ==)
let run_stat_while runsd s c rv labs el t2 =
—— ifispec (run-expr_getovalue runsh < c e1) (fun <t vi -
- Tet binding (convert vslue to boolean v1) (fun b -

ifh
_——then if_ter (runs@.runs_tupe_stat sl c t2) (fun s2 r ->

/ Tet binding
(77 neg_decidable
(resvalue_comparable r.res_value Cog_resvalue_empty)
1

" then r.res_value
else rv) (fun ru' 2

let_binding (fun
rinsB. runs. tope. S(a( while s2 ¢ rv'
1

if or_decidable
(neg. decidable
pe_comparable r.res_tupe Cog_restupe_continue))
bs)))

(resty
ned.detidable. cistrue dec Cres.label in © 15

then if and_decidable
restupe_comparable r.res_tupe Cog_restupe_bresk)
in r labs))

Definition run_stst_while runs 5 C rv labs el t2 : result
uns S € el) (fun 51 vi=>

e Crun_expr_get_value ri
b := convert_value_ta boslean vl in

labs el t2) (fun loop ->

T 0 then | ot LR
if ter (runs_type.stat runs 51C t2) (fun 52 R =
“value R < resvalue_empty then res value R else rv in

e tume St T T8 rins 58 0 re aws el 12

res_label_in R labs the
_restupe.| om0 res_label_in R labs then —
0
CGistrue_dec (res_label_
then res_ter s2 (res_normal rv'
else if neg_decidable
restupe_comparable r.res_tupe
Coq_restupe_normal )
then res_ter s2
— else loop O

else (
ifb res_tupe R <> restupe_normal then ———
52 R
else loop tt ——

)

else loop t) ——

else res_ter 51 rv).——
—— else lo )

else res_ter o1 (res_normal ru)d)
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JSRef

@ An executable reference interpreter in OCaml
@ A Coq proof that JSRef Coq is correct with respect to JSCert
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JSRef

@ An executable reference interpreter in OCaml
@ A Coq proof that JSRef Coq is correct with respect to JSCert
@ Tested using Test262 test suite
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Tested using Test262 test suite

@ Pass 1993 interesting tests.

o Fail 195 interesting tests, corresponding to 35 bugs (on-going)
@ Ignore:

» things not implemented: Math, Date, Array, JSON,

parse[Int|Float], [en|de]codeURI[Component], Regexp, String, ...
» Buggy tests (Bug 1600)

» Submitted bugs 1445, 1450, 1600 (In Progress, In Progress,

Confirmed)
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Coverage for While using Bisect

18826361 let rec run_stat_while max_step runs@ rv s c 1s el t2 =
BEZE37 (x[771#)0fun O fS n —> C2[771%2if n=A then (x[B1)f0 0 else (x[771#)fS (n-1))
Eheze3s1 (fun _ >

[=aze4aa| (fun max_step' -»

1 BEZG4S

T ABZ2E54|

max_step
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JSRef

An executable reference interpreter in OCaml
A Coq proof that JSRef Coq is correct with respect to JSCert
Tested using Test262 test suite

Future: test with Firefox test suite, develop Firefox clone

Future: more complete test coverage for ES5.
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The Talk

Correctness Proof
Test262 Tests

| JSCert Specification«  ~JSRef Implementation|
Eyeball

[ ES5 Standard ] [ Browsers J
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Future

| HLL Compiler | | Sub-Language |

Secure?

Correct? Correctness Proof

Test262 Tests

JSCert Specmcatlon}—{JSRef Implementation|
Eyeball

Browser
Comparisons

[ ES5 Standard j [\\ABrowsers

)
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Future

‘ HLL Compilation ‘ | IDE Support | | Specialised Tools

L\

JSVerify General Tool
\ l \j

DOM Specification

Y

JSVerify Logic

v v

JSCert Semantics |4——p | JSRef Implementation

‘ ECMA Standards Browser Implementations M
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